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Setting the pace through innovation, quality products, and customer-focused relationships.


Director’s Perspective

From

Janice A. Carbone

North Central Regional Director
     This closes out a very active fiscal year with a few reminders of things still to come.   

We continue to move forward in preparation to train our employees, supervisors and managers in National Security Personnel System (NSPS).   I encourage everyone to take advantage of all the training opportunities provided.  

    The Base Realignment and Closure (BRAC) Commissions report is in the hands of Congress for legislative review.  As we wait for the final outcome, I assure you we are here to assist you in everyway possible.

     In FY05, we hosted two Career Fairs specifically geared to providing opportunities for our injured troops.   I anticipate more emphasis on these initiatives will continue in FY06.

    The challenges of FY06 will be met with the same dedication and outstanding customer service as in years before.  I am confident we will continue to meet the challenges ahead.
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Special Features
Latest on National Security Personnel System (NSPS)
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       The Department of Defense (DoD) and the Office of Personnel Management (OPM) are in the final stages of revising the proposed National Security Personnel System (NSPS) regulations.  These revisions are the result of over 58,000 comments received during the public comment period and input from DoD’s employee representatives during the meet and confer period.  The regulations will become effective no sooner than 30 days following Congressional notification and publication of the regulations in the Federal Register.  Continuing collaboration with employee unions on the implementing details will also begin following this 30-day period.
     The training of managers and employees is critical to successful implementation of NSPS.  The development and deployment of a robust and comprehensive training program is currently underway.

     Implementation of the new labor relations system is scheduled for later this year, while transition to the NSPS human resources system for the first phase of employees (Spiral 1.1) will begin in late calendar year 2005/early calendar year 2006, to include training the workforce.

For up to-date information on NSPS log on to the following websites:

http://www.cpms.osd.mil/nsps/index.html or http://www.cpol.army.mil/library/general/nsps

Army National Security Personnel System (NSPS)
Training Workshop 2005

     The National Security Personnel System (NSPS) Training Workshop was held August 9 – 12th in Chicago, IL.  Attendees, approximately 400, were comprised of Army Installation Commanders, Military and Civilian Human Resource principals, managers and specialist.

     Key note speakers included Mr. Dan Blair, Office of Personnel Management (OPM), Chicago Mayor Richard M. Daley, Ms. Mary E. Lacey, Program Executive Office (PEO), National Security Personnel System, Lt. General Frankin L. Hagenbeck, Deputy Chief of Staff, G-1, and Ms. Melinda McMillon Darby, Assistant G-1, Civilian Personnel.

     In addition to key note speakers, various workshop presenters provided overviews of the elements associated with the preparedness and implementation of NSPS.

     Topics of discussion included new rules and processes for pay and classification, performance management, disciplinary matters and appeal procedures, and labor-management relations.  Though many of the workshop topics were and are still evolving, the forum provided an opportunity for communication regarding NSPS implementation.

     Ms. Melinda McMillion Darby, Assistant G-1 for Civilian Personnel, explained that the current system needs to change in order to manage DoD civilians more effectively.  Issues with the current system include slow hiring practices, inadequate accountability, limited reassignment flexibility, and set pay, regardless of performance.
     Ms. Darby closed the workshop with the Army Core Values and Civilian Creed.  In addition, Ms. Darby reiterated the vital role of the Department of Army Civilians as “Civilian Soldiers Supporting Soldiers”.

For more information on NSPS, visit the Army’s civilian personnel website at http://www.cpol.army.mil/library/general/nsps
   
Base Realignment and Closure (BRAC)
     The nine-member Base Realignment and Closure (BRAC) Commission wrapped up months of public hearings, final deliberations and met the September 8 deadline for submitting their final report to the president.

     The BRAC commission approved 86 percent of Department of Defense’s original recommendations -- 119 with no change and another 45 with amendments.  The commission rejected 13 recommendations, significantly modified another 13, and made five additional closure or realignment recommendations on its own initiative.
     On September 15, President Bush signed the Commissions recommendations and forwarded the 2005 BRAC report to Congress for legislative review.  Congress has 45 legislative days to act on the recommendations or they will automatically become law.  Congress cannot make changes to the report.
For more information about BRAC, visit the Army’s website at http://www.cpol.army.mil

Hurricane Katrina and Rita

     On August 28th, Katrina a category 5 hurricane with sustained wind speeds of 175 miles per hour (mph) and gusts up to 215 mph up heaved and changed daily operations and living status in three states, Louisiana, Mississippi and Alabama.

     One month later an encroaching Rita, a category 3 hurricane, with wind speeds of 120 mph reopened some of the levee breaches in New Orleans caused by Hurricane Katrina.  Rita post landfall damage was extensive in the coastal areas in southwestern Louisiana and extreme southeastern Texas.

     North Central Region’s serviced population was among many of the Department of Army personnel and families impacted.

     Data calls regarding location, safe-haven, alternate work sites, etc. for Department of Army personnel and dependents are on-going and may continue through the recovery and rebuilding process.  Timeliness and cooperation regarding data call information has been essential for accountability of the lives affected by Katrina and Rita.

     Authorities and guidance published for Department of Army military and civilian personnel and their dependents regarding Katrina and Rita are located on the Department of Army website at http://www.cpol.army.mil/Katrina/ and the Department of Defense website at http://www.cpms.osd.mil/.
 Department of Army Hurricane Katrina/Rita Aftermath Support Hotline 1-888-766-3258
If you should have any questions regarding authorities or guidance, contact your Civilian Personnel Advisory Center.
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Benefits

Federal Employee Health Benefits (FEHB)
Open Season

     The Office of Personnel Management (OPM) has announced that the average Federal Employee Health Benefits (FEHB) premium increase for 2006 be about 6.6%  This single-digit increase is the smallest in nine years and continues a trend of four consecutive years of declining average premium hikes.  The new premium rates will take effect in January 2006.  The FEHB enrollees who have self-only coverage will pay on average $5.30 more bi-weekly, while those with self and family coverage will pay on average $12.79 more bi-weekly.
     FEHB Open Season will be held government-wide from November 14 – December 12, 2005.  During this period, current and retired federal employees can review online materials to compare the coverage and costs of health plans and make changes based on their personal needs.  Health plan brochures will also be available for review online at.
http://www.opm.gov/insure/health/index.asp

Federal Flexible Spending Account Program (FSAFEDS)
Open Season

     The Federal Flexible Spending Account Program (FSAFEDS) allows federal employees to contribute up to $5000 (2006 Plan Year) to a health care FSA for reimbursement of medical expenses not covered by health benefits plans, including many over-the-counter medicines and products.  That’s a $1000 increase in the pre-tax amount from 2005.

     FSAFEDS offers two different flexible spending accounts: a health care flexible spending account, and a dependent care flexible spending account.  Employees can choose to enroll in either or both accounts.  Federal employees who are eligible for Federal Employee Health Benefits (FEHB) may enroll in the Health Care FSA.  All employees may enroll in a Dependent Care FSA, even if they are not eligible for FEHB.     

     Current eligible employees may enroll in FSAFEDS online during the FEHB open season, scheduled for November 14 – December 12, 2005.  More information can be found at https://www.fsafeds.com/fsafeds/index.asp.

Electronic Documents from myPay

     After September 1, 2005, all civilian non-bargaining employees and military members who log on to the myPay website are consenting to receive electronic copies of documents such as the Leave and Earning Statement (LES) and W-2 tax statements.  Bargaining unit civilians will be brought onto this system as soon as local negotiations are completed.

     This change is part of a new policy that directs all military departments and all defense civilian employees to support the policy to eliminate paper copies of LES and W-2 tax statements.  It is believed that a significant benefit of using myPay is the elimination of identity theft associated with postal delivery of financial statements.  Using myPay, the individual determines when such documents are viewed and printed, and the sensitive data is under control at all times.
     Currently, myPay has more than tree million users with customized Personal Identification numbers (PIN) and serves all Department of Defense (DoD) civilian employees, annuitants, and military members and retirees.  Military members, civilian employees, retirees, and annuitants can obtain access to myPay by requesting a PIN online at https://mypay.dfas.mil or by calling 1-800-390-2348.
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Staffing

Pay Administration Rules – Update

[image: image12.wmf]     The interim regulations implementing the new pay administration rules became effective May 1, 2005.  The Department of Defense (DoD) and Department of Army (DA) have and continue to provide specific processing guidance to bring employees that are affected by these changes into compliance.

     Retroactive personnel actions have been processed on employees affected by the new pay setting rules.  If application of the new rule required a pay adjustment be processed effective 1 May 2005, all other intervening personnel actions processed between May 1 and the pay adjustment required corrections.

     The Civilian Human Resources Agency (CHRA) community is working with Defense Finance Accounting Service (DFAS) to reverse the debts that employees incurred as a result of the retroactive implementation of the new pay setting rules. 

     The Civilian Personnel Operations Centers has provided initial training on the pay setting rules.  DoD Field Advisory Service (FAS) guidance has been provided as well.  The Civilian Personnel Advisory Centers (CPAC) continues to provide counseling to employee on how the new pay setting rules affect their current and future pay actions.  The CPAC is also providing information to managers about their options in compensating employees negatively affected by the new law.

     Contact your Civilian Personnel Advisory Center representative for assistance with pay administration guidance.  Also visit the following website for Pay Fact Sheets updates from OPM: http://www.opm.gov/oca/pay/HTML/factindx.asp 
Delegated Examining Unit (DEU)
Staff Assistant Visit (SAV)

     The combined efforts of Civilian Personnel Operations Center (CPOC), Civilian Personnel Advisory Center (CPAC), and Management Selecting Officials during a recent Delegated Examining Unit (DEU) Staff Assistant Visit (SAV) produced exceptional results for the North Central Region.  The North Central Region CPOC hosted the DEU Staff Assistant Visit August 9 – 11, 2005.

     The Staff Assistant Visit was comprised of representatives for the Civilian Personnel Evaluation Agency (CPEA), Department of Army (DA) and the Chicago branch of Office of Personnel Management (OPM).

     The purpose of the visit was to review various files pertaining to the procedures and policies for DEU compliance.  Examples of documents reviewed included Official Personnel Folders (OPF), DEU Unit recruitment packages, DEU Certifications, Workload Reports, Priority Consideration folders, and Request for Passovers.  Additionally, members of the SAV team interviewed the DEU Proponent and members of the staff on procedures, policies, guidance received, and training.
     The review produced no actions requiring change implementation.  The SAV representatives had many positive comments.  Some of the comments were recruitment and public notice requirements are being consistently met, evaluation procedures are applied correctly and timely, certification and management selection procedures are documented properly.
     In order to obtain and maintain DEU authority, an agency must sign an agreement with OPM.  OPM grants agencies the authority to fill competitive civil service jobs with applicants applying from outside the Federal workforce; Federal employees who do not have competitive status, or Federal employees with competitive service status.

A delegated examining office has two fundamental responsibilities:

1. To ensure that the agency’s vacant positions are filled with the best-qualified persons from a sufficient pool of well-qualified eligibles; and

2. To uphold the laws, regulations, and policies of merit selection.

To find more information about Delegated Examining Units go to website:

http://www.opm.gov/deu/ or contact the Civilian Personnel Advisory Personnel Office 
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Classification

Competitive Area and Competitive Level
     One of the most difficult situations in any worker’s life is the prospect of being adversely impacted due to restructuring, reorganizations, or a reduction in the number of employees needed to perform the work.  In the Federal Government, these situations often result in a reduction in force, or RIF.  While ‘RIF’ certainly has a negative connotation, it also has another side -- as an objective system which determines how employees compete for retention when employment reductions are necessary.  One important element in determining who is impacted by a RIF is the competitive area and the competitive level an employee is assigned.  First, some definitions:

COMPETITIVE AREA:  An area defined by an organizational unit, it is a geographical area or location where employees compete with each other during a RIF.  A competitive area is typically within a local commuting area (generally, within a 50-mile radius), however, if a command is geographically dispersed, it may extend beyond the commuting area.  Also, more that one competitive area may exist within the commuting area.

COMPETITIVE LEVEL:  A group of similar positions, in a competitive area, in the same grade and series, which are similar in enough working conditions, duties, and qualifications to allow the employee of one position to successfully perform the duties of any other position in the same level without loss of productivity beyond that expected of any new, but fully qualified employee.  Typically, the employee would need less than 90 days to perform the key tasks of the other position.  Competitive level determinations are based on positions, not personal qualifications of the employee on the positions.

     What role does the manager have in determining the competitive area or level?  The local commander, in coordination with the servicing Customer Personnel Advisory Center (CPAC), determines the competitive area.  The competitive level is assigned by the Human Resources Specialist in the Customer Personnel Operations Center (CPOC) at the time the duties are officially classified.  Therefore, the manager does not actually make a determination on either of these, however, he/she should be aware of what these terms mean and the significance they have on the organization and the individual.
Pay System Determinations
     Determining the pay system for a position is the first decision to make when classifying a position.  As a manager or supervisor it is important to have a basic understanding of the Federal Pay System because the pay system for the job is the foundation of the position.  Future position management decisions, assignment of duties, and pay and entitlements for the employee are determined on the basis of their pay system.

     The two most commonly used pay systems are the General Schedule (GS) and the Federal Wage System (FWS).  Positions covered by the GS pay system are characterized by work that falls into one of the following categories; Professional, Administrative, Technical, Clerical, or Other kinds of work (referred to as PATCO).  Examples of “other kinds of work” include positions in the Fire Protection and Prevention Series and the Police Series.  Essentially, these represent “white collar” jobs.  In contrast, FWS positions, or “blue collar” jobs, are those positions having trade, craft, or laboring experience and knowledge as the paramount requirements of the position.  In determining the correct pay schedule, the pay system is usually clear.  However, there are borderline cases which require careful analysis of the “paramount requirement” of the position.  The nature of the organization and management’s intent for the position must be considered.  Contained in the GS and FWS pay systems are provisions for leader positions and supervisory positions.

     Detailed information on how to determine the appropriate pay system is contained in the Introduction to Position Classification Standards and the Classifier’s Handbook.  Both are available at http://www.opm.gov/fedclass/index.asp.  Information regarding the GS, FWS, and other Federal pay systems can be found at http://www.opm.gov/feddata/html/paystructure/2004/fedpaysystems.asp.

[image: image5.png]de0e &

TR LY

GHe H o4

beo2 e




Human Resources Development Division (HRDD)
National Security Personnel System (NSPS)

Recommended Training
     Implementation of the National Security Personnel System (NSPS) will require that supervisors, managers and employees not only have a basic knowledge of NSPS regulations and processes, but also possess the core competencies needed to successfully transition to and thrive in the new environment.  Four core competencies have been identified as being essential for successful NSPS implementation.  These are 1) the ability to deal with change, 2) skill in interpersonal communications, 3) the ability to coach and counsel employees and 4) the ability to achieve results through performance and/or manage employee performance.  These skills have always been important—under NSPS, these skills become even more critical.

     There are two sources of core competency training available: web-based courses through the Army Knowledge Online (AKO) E-Learning program and classroom training presented onsite at installations and activities by training vendors.  While these courses are not mandatory, they are highly recommended for managers, supervisors and employees to assist in the development of competencies.  These courses are best taken prior to implementation of NSPS.

     A list of recommended courses (classroom and online) is listed below for each core competency.

CORE COMPETENCY – CHANGE MANAGEMENT

Employees 

· Being Prepared for Change (E-Learning online)

· Opportunity or Obstacle (Vendor classroom)

Supervisors, Managers

· Managing Through the Change (E-Learning online)

· Managing Change Effectively (Vendor Classroom)

· Strategic Planning for Government Organizations (Vendor Classroom)

CORE COMPETENCY – INTERPERSONAL COMMUNICATIONS

Employees

· Communicate for Results (E-Learning online)

· Communicate Better (Vendor classroom)

· Effective Writing/Writing for Government and Business (Vendor classroom)

· Interpersonal Communication Skills Development (Vendor classroom)

Supervisors, Managers

· Communication Skills for Leadership (E-Learning online)

· Conflict Resolution for Managers (Vendor classroom)

Employees, Supervisors, Managers

· Listening Skills (Vendor classroom)

· Negotiating and Persuasion Techniques (Vendor classroom)

· Dealing with Difficult People (Vendor classroom)

CORE COMPETENCY – COACHING AND COUNSELING

Employees

· Managing Your Career (Vendor classroom)

Supervisors, Managers

· The Manager as Coach and Counselor (E-Learning online)

· Coaching Skills for Managers (Vendor classroom)

· Mentoring (Vendor classroom)

CORE COMPETENCY – PERFORMANCE MANAGEMENT

Employees

· Self-Empowerment: Managing from Within (E-Learning online)

· Creative Problem Solving and Decision Making (Vendor classroom)

· Achieving Maximum Productivity (Vendor classroom)

Supervisors, Managers

· Continuous Performance Assessment (E-Learning online)

· An Essential Guide to Giving Feedback (E-Learning online)

· Performance Management for Supervisors and Managers (Vendor classroom)

Supervisors, Managers, Team Leaders

· Employee Empowerment for Teams (Vendor classroom)

· How to Motivate, Manage and Lead a Team (Vendor classroom)

Employees, Supervisors, Managers

· Decision Analysis (Vendor classroom)

     These courses do not provide technical information about NSPS – their focus is on the development of the core competencies (soft skills) which will be needed to successfully implement NSPS.  Training on NSPS regulations and processes will be provided to employees and supervisors when NSPS is deployed at their installation or activity.

     Army employees may register for e-learning courses through AKO, beginning at “Army e-learning”.  For registration instructions go to: http://www.chra.army.mil/nsps-training/index.htm, click on “Army e-learning Instructions”.  Follow directions.  Employees should obtain their supervisors’ approval before taking online courses.  There is no cost for taking the online courses.

     Managers who have funds available and would prefer to offer classroom training may contact the North Central Regional Training Center to identify potential vendors and assist in arranging for training.  POC Mr. Alex Papke: alexander.papke@us.army.mil, (309) 782-4056
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Labor/Management-Employee Relations (LMER)
The Probationary Period:

A Critical Assessment Opportunity
The following information is reprinted from MSPB New Release – MSPB Finds Agencies Are Not Making Full Use Of Probationary Period September 2005

     Explaining the probationary period is complex, because what it means to be a probationer can vary based upon the circumstances surrounding either the appointment or the individual.  This report focuses primarily upon individuals who are new to the Government and have not yet completed a probationary appointment.  Through their successful completion of the earlier assessment phases and the presentation of the job offer, these new hires have earned the opportunity to demonstrate why it is in the public interest to offer them an appointment to the civil service.  However, they have not yet earned the finalization of the appointment.  

     The purpose of the probationary period is to provide the Government with an opportunity to evaluate an individual’s conduct and performance on the job to determine if an appointment to the civil service should become final.  Until the probationary period has been completed, a probationer is still an applicant for an appointment, with the burden to demonstrate why it is in the public interest for the Government to finalize an appointment to the civil service for this particular individual.  Once an appointment is finalized, the probationer becomes an employee who is given a considerable level of protection under the Federal Government’s merit system.  But, until the appointment is finalized, a probationer has only limited job protections.

     One of the primary reasons non-probationary Federal employees are granted protections related to adverse actions is to keep the civil service free from prohibited personnel practices.  The requirements for due process help ensure that adverse actions such as removals are based solely on merit and support the public’s interest in a capable and efficient workforce.  In the case of new-hire probationers, the public interest is served by limiting certain rights, including the right to appeal an adverse action.  These limitations ensure that agencies can promptly and effectively act upon their assessments of probationers.

     The probationary period, if used fully, is one of the most valid assessment tools available for supervisors to determine an individual’s potential to fulfill the needs of the specific position, the agency, and the civil service.  However, this outcome requires that an agency assess its probationers to determine if they are an asset to the Government.  Furthermore, the probationary period is effective only if action is taken to prevent less than fully successful individuals from becoming Federal employees with all the rights that such an appointment entails.  Without this assessment and action, the probationary period becomes meaningless.

To review the complete MSPB Study log on to the following website:

http://www.mspb.gov/studies/rpt_sept05_probationary/index.htm
Communication: How and What
     How you communicate can be just as important as what you communicate.  The federal government requires managers to think about their demeanor and delivery, particularly when interacting with employees under their supervision.
     In the federal government, leaders are often subjected to greater scrutiny than their counterparts in the private-sector.  The public sector often places more emphasis on numerous subjective measurements of supervisory effectiveness.
     The Merit Systems Protection Board has time and again held federal managers to a higher standard when reviewing disciplinary actions.  To uphold a disciplinary action against a manager, a federal agency does not even have to provide evidence that the manager “intended” to be abusive to an employee.  An agency can sustain the charge merely by demonstrating that the manager’s conduct was inappropriate.

     In light of the upcoming National Security Personnel System (NSPS), that will place even greater emphasis on interaction between managers and employees, it is extremely essential that those in positions of leadership take care to reevaluate their body language as well as their verbal language.
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NAF NEWS

Non-Appropriated Fund (NAF)

Vacancy Announcement Builder (VAB) Update and Instructions

All Non Appropriated Fund (NAF) vacancy announcements as of September 30th are now on the Civilian Personnel Online (CPOL) website. 

This tool provides managers with a visible and easy to access means of advertising and recruitment. The VAB will ensure consistency across all NAF Human Resources Offices (HROs) and will provide a centralized source for Army NAF job information to applicants.

The search and application process is simple:

To locate NAF Vacancy Announcements go to http://acpol.army.mil/employment/ in the left hand column click on Search for Jobs. The Vacancy Announcement Screen will appear and simply click on the Special Programs box and select NAF Positions. Proceed with your job search criteria and enter submit.  Each announcement will contain information regarding qualifications, application instructions, pay range, etc.

For information regarding preparation and resume submission, go to the NAF Job Application Kit at http://cpol.army.mil/library/naf/jobkit/.

Please note that organizations in Europe, Korea or Japan may announce positions NF-4 and above locally or in the Career Referral Program, Moral Welfare and Recreation (MWR).  Interested candidates should search both options on CPOL.

If you should have any questions, do not hesitate to contact your organizations NAF Human Resource Specialist.                     
UFM (Uniform Funding and Management) - Update
         As you are all aware under UFM, Appropriated Funds (APF) and Non-appropriated Funds (NAF) are merging.  A single NAF management process will be in place for the procurement of goods and services, personnel management programs, management reporting, and accounting.  

Army MWR programs will result in an all NAF MWR workforce through two means.

1. All positions currently occupied by APF employees will convert to NAF positions whenever the APF employees elect to leave or vacate their positions.  Once converted, such positions will be recruited and filled only as NAF positions.

2. A voluntary conversion of APF employees to NAF in their current positions.

By law, employee conversion from APF to NAF in their current position under UFM is voluntary; APF employees are not being forced to convert to NAF.

A Town Hall briefing will provide detailed information and an opportunity to ask questions. Another source to better understand UFM is the Employee Information Guide is found at www.ArmyUFM.com.
Non-Appropriated Funds (NAF)

Employee Benefits Open Season

     The Non-Appropriated Funds (NAF) Employee Benefits Open Season will be conducted October 24 – November 18, 2005.  All NAF employees should review the available benefits packages and determine if changes need to be made concerning their coverage.

     During the Open Season, Army NAF employees may enroll in the DOD Health Benefits Plan or an HMO, available in some areas.  NAF employees may also increase their coverage from single to family and from without dental to with dental.  There are no exclusions for pre-existing conditions, and the newly elected health benefits will become effective on January 1, 2006.  Also during Open Season, NAF employees may elect or increase coverage in the Group Life Insurance Plan

     This year, and only this year, Open Season will include a one time open enrollment in the Group Long Term Care (LTC) Insurance Plan.  This opportunity will not be repeated, so if you missed open enrollment when the Long Term Care Plan was introduced in 2002, this is your last chance to enroll in the Long Term Care Plan without evidence of insurability.  This open enrollment in Long Term Care is being made possible by special arrangement with CNA, our LTC insurance carrier.

     Although enrollment in the Army NAF Retirement and 401(k) Savings Plans is not restricted to Open Season, this is a convenient time to enroll or increase your deferral amount in the 401(k) Plan.  These elections will become effective on the beginning date of the next full pay period, after you enroll.

     This is also a good time to stop by your Human Resources Office (HRO) and update your demographic information and beneficiary designations.  The designation of beneficiaries for your health plan is very important.  The benefits that you earn not only provide for your future financial security, but the financial security of your loved ones.

     You can access your benefits record at: http://www.NAFBenefits.com, click on the Employee Benefits Online banner, and follow the instructions to logon.

Excerpts from NAF Feedback Article 05 
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Information Services Division

Federal Employees and Computer Usage
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     From high-speed computers to hand-held blackberries, employees can improve their efficiency by completing more tasks in less time and stay in constant contact with fellow employees.  However, federal employees must be cautious as to how they use this technology.

     A large number of federal employees are surprised to learn that as federal employees they have no reasonable expectation of privacy on a government computer or electronic devise.  Many employees may believe that because the equipment is assigned to him or her, they have some right of privacy as to how they use that equipment.  This is not the case.  Email messages and documents can be access by the agency at any time, even a long time after the fact.  Even if you have “deleted” the email message or document from your computer, an agency can still recall the data.  

     Email messages that federal employees send or received while using a government computer or electronic devise are stored on large government servers.  These messages can be retrieved in the event of court cases involving the government or a government employee.  Federal employees should think long and hard before engaging in any inappropriate use of email messages or internet surfing while using government equipment. 

     A computer that is improperly used, such as for personal business or illicit purposes, can be considered misuse or abuse of a government computer.  This serious allegation could result in significant disciplinary actions up to and including removal.  Whether a disciplinary action is ever imposed, this misuse or abuse could be the basis for an employee’s security clearance to be revoked.  A revocation, which is difficult to overturn, could lead to removal from federal service and prevent an employee from ever working for the government again.  Furthermore, the agency could refer such incidents for potential prosecution under a myriad of criminal statues that have been enacted to protect against the misuse of computers.

     Computers make our lives much easier.  However, if improperly used, they can lead to problems in the federal workplace.
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