NORTHEAST REGION

TRAINING OPPORTUNITY





COURSE TITLE
2810-FUNDAMENTALS OF NETWORK SECURITY AND 2285-ADMINISTERING MICROSOFT WINDOWS XP PROFESSIONAL (COMBINED COURSE)




VENDOR
Harford Community College, 401 Thomas Run Road, Bel Air, MD 21015-1627




DATES/LOCATION
26-30 Jan 04, HEAT Center, 1201 Technology Drive, Aberdeen, MD

2-6 Feb 04, HEAT Center, 1201 Technology Drive, Aberdeen, MD




LENGTH
5 Days (40 Hours)




START/END TIMES
0800-1700




COST
$1795 Per Student  Plus travel and per diem if applicable (Maximum Class Size: 20 students) 




REGISTRATION DEADLINE
12 Jan 04 for the 26-30 Jan course 

19 Jan 04 for the 2-6 Feb course

Call the course manager if you have a nomination but have missed the suspense, there may still be spaces available.




COURSE MANAGER
James Barnum, DSN 458-1205, Commercial number 410-306-1205. Send and email message to the Course Manager if you are interested in taking this course: James Barnum




COURSE DESCRIPTION





Fundamentals of Network Security

· Explain common attacks against network assets, the associated threats and vulnerabilities, and what network security personnel do to secure assets.

· Explain how to use cryptography to secure information and how to choose an appropriate encryption method for an organization. 

· Implement secure computing baselines in an organization. 

· Secure information in an organization by using authentication and access control. 

· Deploy and manage certificates. 

· Secure data transmission by identifying threats to network devices and implementing security for common data transmission, remote access, and wireless network traffic.

· Secure Web servers against common attacks and configure security for Web browsers. 

· Protect e-mail messages and instant messaging from common security threats. 

· Identify common security threats and vulnerabilities to directory services and DNS, and then apply security methods to protect them. 

Installing, Administering, and Configuring XP Professional 
· Plan and perform an installation of Windows XP Professional.

· Install and support hardware devices and drivers on computers running Windows XP Professional.

· Identify and resolve boot process issues on computers running Windows XP Professional.

· Configure desktop settings for computers running Windows XP.

· Configure security settings for Microsoft Internet Explorer and application compatibility for computers running XP.

· Configure computers to run Windows XP Professional in a Windows networking environment.

· Configure and support computers running Windows XP Professional for mobile computing.

For Additional information: http://www.microsoft.com/traincert/syllabi/2285afinal.asp
                                               http://www.microsoft.com/traincert/syllabi/2810Afinal.asp





WHO SHOULD ATTEND/PREREQUISITES





This course is designed for administrators who are responsible for the day-to-day administration of Microsoft Windows® 2000. Students should have general knowledge of networking concepts and one or more years of experience managing Windows 2000. Other IT professionals may also take this course on the path to becoming a security specialist

Although the course focuses on Microsoft product- and technology-specific implementation of security concepts, many of these same concepts can be applied to other technologies.
Check your Army Civilian Training Education and Development System Plan at http://cpol.army.mil/train/acteds   to see if course will satisfy the core competency requirements in your Career Program or Career Field.





METHOD OF INSTRUCTION





Lecture with group activities, presentations, role-plays, etc.





HOW TO NOMINATE





FAX Page 1 (front only), DD Form 1556 to HRD, NECPOC (410-306-0163 or DSN 458-0163) by the registration deadline. Make sure Blocks 17, 19, 23, 25, 27 and 37 are properly completed. Include nominee's email address and Training Coordinator's phone number and email address in Block 18. If deadline for registration has passed, call the course manager or check the Northeast Region Monthly Course Announcement to see if spaces are still available. Please notify the Course Manager if special needs are required to accommodate an attendee (wheelchair access, interpreter, etc).

Do not attend unless you have received confirmation from the course manager. Although we try to accommodate all training needs, faxing a nomination to us does not guarantee a space allocation. Check with your activity Training Coordinator if you have not received confirmation two-four weeks prior to the class starting date.





 CANCELLATION POLICY





Contact the Course Manager to withdraw your nomination prior to the registration deadline to avoid being charged for the course. After the registration deadline, you will need to contact the course manager to cancel and determine whether your organization will be charged. We will avoid charging whenever possible, but if we have contracted for the course and only have the minimum number required to pay the bill, we have no choice but to bill for late cancellations and "no shows." 





BILLING INSTRUCTIONS





DD Forms 1556 cannot be processed unless blocks 27, 29 and 37 are properly completed. Click here http://cpolrhp.army.mil/ner/hrd/02tp/payment_options.htm for instructions. 





